
Appraisal of the effectiveness and efficiency of an Information Security
Management System based on ISO 27001

Wolfgang Boehmer
Technische Universität Darmstadt

Dep. of Computer Science, Research Group IT-Security
Hochschulstr. 10, D-64289 Darmstadt,

wboehmer@sec.informatik.tu-darmstadt.de

Abstract

The ISO27001:2005, as an information security man-
agement system (ISMS), is establishing itself more and
more as the security standard in enterprises. In 2008
more than 4457 certified enterprises could be registered
worldwide1. Nevertheless, the registering an ISMS still
says nothing about the quality and performance of its
implementation. Therefore, in this article, a method for
measuring the performance of the implementation and
operation of an ISMS is presented.

1 Introduction

The ISO 27001 emerged from the national standard
BS7799-2 and has discussed by [23]. Alternatively, the fur-
ther development of information security management (ISO
17799) according to the six sigma approach is discussed in
the literature [2]. In [5], an open framework is developed
for an enterprise-wide security management system. An
extensive overview of technical, as well as organizational,
aspects of the security of information can be taken from the
article by [20]. The NIST addresses its paper [4] at man-
agers and recommends a 7-stage process of development,
divided into two major activities, to define suitable perfor-
mance measurements.

The effectiveness and efficiency (economic efficiency)
can be understood in terms of quality, and are supported
by the CObiT controlling method. How both of these pa-
rameters are to be measured, however, it is not described
in CObiT. Controlling processes and exam possibilities in
general are described in CObiT. In this article, the concept
of quality will be transferred on to the ISO 27001:2005.

1cp. http://www.iso27001certificates.com/ (accessed March 23, 2008)

The ISO/IEC 27001:2005 originated in close connection
with the ISO 9001:2001. After the ISO 9001:2001, the
business processes of an enterprise are described in gen-
eral, however, they are not assessed nor weighted according
to importance or criticality. This means that all processes
are equally important and have the same criticality. This
is where ISO 27001:2005 applies. In an ISMS according
to ISO 27001:2005, those processes which contribute crit-
ically to the business success are especially treated. These
processes can be also summarised under the concept of a
value chain. These critical processes of the value chain are
subjected to a particular processing by means of a risk anal-
ysis in the ISO 27001. In other words, an information se-
curity management system (ISMS) according to ISO 27001
is a management system for enterprise risks. When deal-
ing with the recognised risks, risk decision (avoid, mitigate,
transfer, accept) are met according to monetary criteria and
suitable measures are planned, which require financial re-
sources. [3] follows a similar approach. [21] also defines
a direct relationship between the security of information
and the security of business. Information security as new
Paradigma in the enterprise protection philosophy is argued
by [12].

This rest of this article is organized as follows. In the
next section the structure of a process-oriented assessment
system is described. In the third section, which contain the
main focus of the article, we present a performance frame-
work. The framework is defined by two KPIs. In the fourth
section, the matrix of the key performance indicators is dis-
cussed. Hypothetical KPIs and their interpretations are dis-
cussed using the effectiveness/efficiency matrix. This article
concludes with a short summary of the essential results and
an outlook on further investigations.
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2 Structure and definitions of an assessment
system

As an accompaniment to an ISMS, a corresponding doc-
umentation must be described as a proof of the implementa-
tion of the controls (e.g. preventive, detective and corrective
actions) for the purpose of a continuous improvement for an
ISMS. Therefore the documentation in ISO 27001:2005 ac-
cording to Clause 4 establishes a central point and is manda-
tory for an ISMS. In Clause 4 of ISO 27001:2005 four dif-
ferent hierarchical levels (λ1, . . . , λ4) are distinguished as
Fig. 1 indicates. The uppermost level λ1 has an effect on

Provides objectives Evidence of
compliance to ISMS requirements, clause 3.6

Describes how tasks and
specific activities are done

Describes processes
who, what, when, where

clause 4.1 - 4.10

Scope, ISMS Policy
Risk Assessment

Statment of Applicability (SoA)

Level 2( )

Level 1 1( )

Level 3( )

Level 4( )

2

3

4

Security Manuals

Standards, (Guidelines)
Procedures

Working checklists, forms
Controls

Records
(material
evidence)

Fig. 1: Construction and power of a documentation of ISMS

the lower level, until, in the end, the last level λ4 is reached.
Therefore, Standards and Guidelines are required for the
defined Policies assigned to the Lambda level. Standards
and Guidelines are defined on the next lower level. Also
Standards and Guidelines require procedures for enforce-
ment. Procedures require check lists and working instruc-
tions. Then as a proof of the implementation, recordings ex-
ist on the last level (λ4) in the form of protocols, log files and
data. The triangular form in Fig. 1 represents the power of
the incidental amounts of documents, recordings and proofs
which increases from top to bottom.

2.1 Lower bound of effectiveness

Assuming both above-mentioned assessment dimen-
sions, achievement indicators (Pλ) can be defined based on
the structure of the ISMS documentation for every level
(λ). The Fig.1 indicates that the number i of the achieve-
ment indicators per level increases from the point (λ1) up
to base line (λ4) using the triangular form. It still holds
that the control variables are i,n,m,k, l ∈ N and that
i 6 n 6 m 6 k 6 l. This lends the expression Eq.(1)
to the stipulations according to the triangular form.

Pλ1(i . . .n) 6 Pλ2(i . . .m) 6 Pλ3(i . . . k) 6 Pλ4(i . . . l)
(1)

This means that, e.g., the number of security manuals (λ1)
and with it the number of the quantitative achievement in-
dicators (Pλ1 ) must be lower in an enterprise, than, e.g., the
number of the quantitative achievement indicators (Pλ2 ) of
the procedures on the level (λ2). Furthermore, it is postu-
lated that n,m,k, lmust obey at least the following law and
therefore fulfil the function of a lower bound. This critical
success-factor (CFS) acts like a lower boundary towards an
ISMS.

m = (2n+1)−n;k = (2m+1)−n; l = (2k+1)−n (2)

Eq.(2) shows, for different n, how the lower boundary for
four management indicators with restraints acts according
to this law of generation.
This theoretical lower bound says, that an ISMS cannot be
measured and it is outside of the assessment system when its
effectiveness is located beneath this lower bound. However,
the parameters refer to the first approximation, which is ori-
ented on the hierarchical structure indicated by the docu-
mentation of the ISO 27001:2005.

Some examples for the key performance indicators (KPI)
according to the Eq.(1) are listed in Tab. 1. Then, according
to the quotient rule, further KPIs would have to be formed
in close relation to the ISMS, depending on the numerical
size of n. The consideration period of the indicators refers
in each case to a fiscal year (Fy).

Tab. 1: Examples of key performance indicators at different levels

Pλ Key Performance Indicators (KPI) per fiscal year

P
(1)
λ1

Number of scope examination per year,

related to the critical business processes
P

(2)
λ1 Number of changes of critical assets per year

P
(3)
λ1 Number of risk assessments per year

P
(1)
λ2 Number of changes of the responsibilities

P
(2)
λ2

Number of reviews for the security policies

or/and procedures or/and checklists

P
(3)
λ2 Number of preventive and corrective actions

P
(1)
λ3 Number of changes within the controls

P
(2)
λ3 Number of reviews of the checklists

P
(3)
λ3 Number of reviews of the working instructions

P
(1)
λ4 Number of changes within the risk acceptance

P
(2)
λ4

Number of changes for the corrective

and preventive actions

P
(3)
λ4

Number of assessments to proof the validity

of the key performance indications per year

Furthermore, the key performance indicators are in close
connection with the statement of applicability (SOA). With
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an increase in the controls which are addressed in the state-
ment (SOA), the key performance indicators increase in the
same manner. This connection can also be derived from the
documentation requirements of an ISMS.

2.2 Upper bound of efficiency

A meaningful upper bound of efficiency arises from
costs/benefit relation based on the risk decisions (e.g. avoid,
mitigate, transfer, accept) for the critical business processes,
as well as the controls deduced from them. RG contains
the number of all risks (whole risk). Based on this whole
risk, some of the risks can be avoided (Rav), others are mit-
igated (Rmi) or, e.g., transferred to an insurer, or produced
by outsourcing (Rtr). The residual risks (Rac) are carried or
accepted. The Eq.(3) shows the components of the whole
risk.

RG = Rav + Rmi + Rtr + Rac (3)

RG has a monetary unit. A goal for every enterprise is to
keep all costs for all controls (processes, tools, infrastruc-
tural controls), which are addressed in the SOA, lower than
the costs (e.g., in EURO) that arise from the possible event
of damage from Rav, Rmi, Rtr, Rac. The Eq.(4) shows this
relation.

SOA(€) 6 RG(€) (4)

Eq.(4) can be interpreted to the effect that no more expenses
should be used for countering the risks than the value of the
assets or the critical business processes of the value chain.
A quite similar view is represented also by [22].

3 A performance framework for an ISMS

The demanded key performance indicators (KPI) and
critical successful factors (CSF) can be understood as spe-
cial key indicators. Key indicators numbers are based, ac-
cording to [17] and [6], on empirical values from a concrete
background and can be used to assess certain circumstances
with only a few distinctive pieces of information. Essen-
tially, one should begin with the identification of the crit-
ical business processes in case of an ISMS. If an ISMS is
not aligned with the critical business processes, they can no
longer reach the risks counter measurements correctly and
gaps at all security levels (λ) could exist.

3.1 Appraisal of the effectiveness

In the case of the effectiveness with reference to an
ISMS, some questions arise. These questions are aimed at
securing the recognised risks and therefore also at counter
measurements. The counter measures are motivated by suit-
able policies. Policies exist in several variations in an enter-
prise. Standards and guidelines are required to enforce these

policies. From these standards and guidelines, procedures
are created for enforcement [7]. Therefore, a special role
is assigned to the policies of an ISMS with respect to the
effectiveness.
Based on the following questions, an analysis of the effec-
tiveness of the policies can be carried out in an enterprise:

• Do suitable and sufficient policies as well as proce-
dures which refer to standards or guidelines exist and
are these applied (degree or realisation)? A proof can
take place, e.g., through internal or external audits.

• Have suitable and sufficient internal controls been ar-
ranged according to the existing policies (degree of en-
forcement)?

• Do suitable policies for the information security exist
for all critical assets of the value added chain (degree
of completeness)?

Policies can exist in very different forms, particularly in
large companies (Entry level policies, Policies for special
target groups, Topic related policies, Dynamic and static
policies). In order to observe and preserve the (security)
policies, examinations are necessary in the form of assess-
ments through audits. The audits serve the purpose of
checking the internal controls, consisting of preventive, de-
tective and corrective activities. The purpose of the con-
trols are to prevent harm and protect an asset. Internal con-
trols can consist of administrative controls, physical con-
trols, and technical controls. Moreover, different forms of
an audit are found in the literature [14] and [7].
An assessment (As), within the scope of an audit, checks a
series (i) of checkpoints (CP) or processes, to see if these
conform with the norm. Concrete suggestions for the reali-
sation of an assessment can be found in the literature [16],
[25] or also [14]. If some (j) deviations is ascertained with
an assessment, these deviations are reported in a special ISO
27001:2005 nonconformity report (NoC). Using this, a spe-
cial key performance indicator (US) can be derived for the
policies, standards and procedures in the results of an as-
sessments (As) by the Eq.(5).

US =

∑n
i=1 CPi −

∑m
j=1 NoCj∑n

i=1 CPi
(5)

i, j,n,m ∈ N respectively. According to Eq.(5), the result
is always between 0 6 US 6 1 and can be interpreted as a
degree of realisation.

Assessments in the form of internal or external audits can
take place on the base of different documents (e.g. security
manuals, procedures, working instructions, working check-
lists, forms and records). Two different test methods are
to be distinguished, according to [7]: on the one hand, the
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compliance testing method and on the other hand, the sub-
stantive testing method. Because, in general, several assess-
ments (As) are carried out per level according to the number
of different documents, the respective results can be added
up and divided by the total number of assessments, so that
we receive a degree of enforcement per level. Consequently,
enforcement deficits at different levels can be identified.

The better one security manual is enforced, the more
obligatory it’s application becomes. The degree of enforce-
ment should be designed as a correction factor for the de-
gree of realisation like in Eq.(5).

In the ideal case, assessments are carried out for all ex-
isting security manuals on the basis of all documents linked
with them. In each case, a suitable document hierarchy is
in place. For every level we determine the values according
to Eq.(6). The requirements which cannot be inspected on
a higher level should be inspected at one of the lower lev-
els. If no checkpoints are to be found, the requirements (se-
curity manuals) are not sufficiently enforced. These open
or nonexistent checkpoints (NoCP) are, analogous to the
Eq.(5), added up as not operable, subtracted from the to-
tal number of checkpoints (CP) and then set in relation to
the total number of all checkpoints. In doing this, we re-
ceive, analogous to the degree of realisation, a KPI, which
describes the degree of enforcement (OP) of the security
policy (SP).

OP =

∑n
i=1 CPi −

∑m
j=1 NoCPj∑n

i=1 CPi
(6)

By multiplying both dimensions (US × OP), we receive an
indicator for the quality of the security policy (Quality of
SP, QoSP). The immense importance of the security policy
for the enterprise has also been worked out by [10].

A high realisation quality of the policies is, indeed, a
necessary condition on the effectiveness of an ISMS, how-
ever, it is not a sufficient condition. To be sufficient, the key
performance indicator of the completeness (V) of the secu-
rity policy with reference to the critical assets must also be
considered.
An ISMS is oriented on the information security controls
of the critical business processes (cBP), which depend on
the assets of the critical business processes. To identify
the risk for these assets we deploy a risk analysis. The
value and quantity of these assets (Asts) are direct input
for the risk analysis, which is not directly specified in the
ISO 27001:2005 itself. The importance of the relationship
between an information management system and his assets
has been recognised in early 1994 and has been modeled in
[1].
If the quantity of the assets changes within the period under
review, the critical business processes have also changed.
According to ISO 27001:2005, the following subjects and
objects belong to the assets: Key persons, contracts, appli-

cation, software, images, etc. The completeness depends
on the quality and frequency of the identification of criti-
cal business processes (cBP). This can be achieved for the
most part through regular audits and independent external
audits. The key performance indicator of Eq.(7) shows the
connection of the (non-)existing policies (NoSP) to the crit-
ical assets (Asts) and the critical business processes (cBP).

V =

∑n
i Asts(cBP)i −

∑m
j Asts(NoSP)j∑n

i Asts(cBP)i
(7)

The KPI of the effectiveness (Efkk) is a result of the multipli-
cation of the KPIs of Eq.(5), Eq.(6), Eq.(7). The following
Eq.(8) shows this relationship.

Efkk = US× OP× V (8)

With the KPI of the effectiveness (Efkk) from Eq.(8) of an
ISMS within organisation is between 0 6 Efkk 6 1, Efkk ∈
R.

3.2 Appraisal of the efficiency

A cost consideration of the security of information is dis-
cussed in the literature controversially. A lot of articles refer
to the calculation of the expenditure for the security counter
measurements in a Return of Security Investment (ROSI)
investigation, often to the (perimeter) defensive techniques
[19], [11], [18], [24] and [13]. A possible profit loss of the
organisation is confronted with the protection for the assets
of the IT. Then the result is an approximation between the
costs of a successful attack and the security costs (counter
measurements).
Other considerations in the literature deal with the profit
loss, which is counted as a loss of productiveness, e.g., with
the non-availability of a file server and hence a certain num-
ber of employees not can be active [22]. Furthermore, [22]
explains that suitable material for a benchmark still does not
exist.
The consideration of the profit loss is aimed at the increase
of the operating expenses and at the influence of the busi-
ness processes. This addresses another point in the con-
sideration of the efficiency. However, when considered in
isolation, these costs also only show one partial aspect in
the efficiency of an ISMS.
In the article from [9], it is argued that a cost consideration
could not be successful with the ROSI model. In [8], it
is indicated that companies often apply a fear, uncertainty,
and doubt (FUD) strategy for investments in the area of the
security counter measurement. [24] gives a good overview
of the different approaches to the ROSI model.
The consideration discussed above includes neither the in-
direct costs nor the operating expenses in the cost evalu-
ations. In addition, the direct costs will only be partially
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taken into account. From the point of view of the critical
processes of an ISMS, the suggestions consider merely par-
tial aspects. With the efficiency of an ISMS, the focus is
on the efficiency (economic aspects) of the security counter
measurements of the critical business processes or their as-
sets. The economic efficiency is to be determined in prin-
ciple as a costs/benefit relationship. To successfully plan
for the budget of the critical processes for an enterprise, the
infrastructure costs Eq.(10) as well as the costs to the risk
defence must be considered (Eq.11, Eq.12, Eq.13).
A Total-Cost-of-Ownership model (TCO) provides an ade-
quate look at the costs. In the TCO model, three cost drivers
are identified. The sum of the direct costs (

∑n
i DCi

), and
the indirect costs (

∑p
k ICk

) and of the operating expenses
(
∑m
j OCj

) is to be mentioned.
At first glance, the TCO model seems to be sufficient for
the interests of an ISMS when considering the infrastructure
costs. The three cost categories mentioned can be defined
as follows:

• Direct costs (
∑n
i DCi

): Employees, hardware, soft-
ware, external services, physical environments (build-
ings, etc.) in which data processing should take place
under secure conditions for an organisation. Moreover,
in addition to the acquisition of the devices (security
appliances), their resulting value consumption has to
be calculated.

• Operating expenses (
∑m
j OCj

): Costs, that must be
considered when calculating the maintenance, servic-
ing, repair of the components listed as direct costs
above.

• Indirect costs (
∑p
k ICk

): These expenses originate as
a result of unproductive time from the end user.

The general TCO model would have to be adapted to the
scope of an ISMS - to the critical processes. In addition, the
TCO model would not have to be of static nature, in the in-
terest of increasing efficiency, but be subject to a Demming
cycle in accordance with ISO 9001:2001 .
As a modification, the TCO model, referencing a fiscal year,
e.g., Fy0, at t0, could calculate the the costs based on the in-
frastructural controls of the critical business processes of an
ISMS. With this, the infrastructural costs can be expressed
for a fiscal year as follows for an ISMS:

Fy0 =

n∑
i=1

DCi
+

m∑
j=1

ICj
+

p∑
k=1

OCk
(9)

Then a change (Iteration) can be calculated by one fiscal
year (Fy0), at t0, referring to the next fiscal year (Fy1), at
t1. Therefore the following connection arises for the cost
change for the infrastructural controls of an ISMS:

TCOISMS =
Fy1 − Fy0

Fy0
(10)

Beside the infrastructure costs, the expenses are to be con-
sidered for the risk defence. An essential benefit of an ISMS
is the aimed cost-contact with the recognized risks. A se-
ries of questions present themselves in order to define the
the efficiency (economic) of the risk defence:

1. Which of the recognised risks out of all risks (RG) can
most likely be avoided under economic points of view
(Rav)?
What are the costs of the controls (infrastructural
expenses Eq.(9) and expenses of the risk avoidance
Eq.(11)) in one fiscal year?

2. Which of the recognised risks out of all risks (RG)
can be most likely mitigated under economic aspects
(Rmi)?
What are the costs of these controls (infrastructural
expenses Eq.(9) and expenses of the risk avoidance
Eq.(12)) in one fiscal year?

3. Which of the recognised risks out of all risks (RG) can
be most likely transferred under economic points of
view (Rtr)?
What are the costs of the contracts Eq.(13) in one fiscal
year? The infrastructural expenses Eq.(9) are omitted.

4. Which of the recognised risks out of all risks (RG)
can be most likely accepted under economic points of
view(Rac)?
No expenses arise for the infrastructure Eq.(9) and for
the risk defence.

Four alternative actions can be described for these four
questions to make different decisions. Formally this could
take place with the help of the normative decision theory.
Therefore, the expenses in accordance with the four alter-
native actions, R1Cost , R2Cost and R3Cost are as follows:

R1Cost = R1 =

n∑
i=1

Ravi (11)

Eq.(11) describes the expenses (R1Cost) that were estimated
for the avoidance of the risks.

R2Cost = R2 =

m∑
j=1

Rmij (12)

Eq.(12) describes the expenses (R2Cost) that were estimated
for the mitigation of the risks.

R3Cost = R3 =

p∑
k=1

Rtrk (13)

Eq.(13) describes the expenses (R3Cost) that were estimated
for the transference of the risks. For the accepted risks (Rac),
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no expenses can be estimated, as long as these risks have not
occurred.
In section 2 we defined an upper bound. This bound means
that at least a cost balance according to Eq.(4) must exist.
Otherwise the ISMS is pursued uneconomically. Neverthe-
less, this unique ascertained efficiency (economic) must be
determined again each fiscal year (Fy).
For an ISMS, the whole risk (RG) can be derived, accord-
ing to Eq.(3), from a risk analysis carried out in one fiscal
year, e.g. (Fy0). According to Eq.(3) initiated controls in
accordance with ISO 27002:2007 reduce the risk situation.
This risk management is strictly carried out according to
economic conditions. If a risk analysis is carried out in the
next fiscal year again at the time of Fy1, a low risk situation
arises as far as the damage reduction is concerned:

• The processes for avoiding risks can be optimised.

• The processes and controls for the mitigation of the
risks can be optimised.

• The expenses for transferring the risks have changed
(increased, decreased).

Out of this, a possible difference arises for RG, which is
to be explained by a change in the cost of dealing with the
risks (mitigation, avoiding, transfer, accepting).
It then follows, that for the KPI of the efficiency (Efzk) can
be understood as a economic component with reference to
an interval (δt). Efzk describe the comparison of two fis-
cal years (δF > 0 = Fy0 − Fy1) for the expenses of the risk
defense (R1Cost, R2Cost and R3Cost) and the infrastructural ex-
penses from Eq.(10).

Efzk =

∑3
i=1 RiCost + Fy0 −

(∑3
i=1 RiCost + Fy1

)
∑3
i=1 RiCost + Fy0

(14)

Eq.(14) shows that Efzk ∈ R could be a positive as well as a
negative indicator. Nevertheless, it is postulated in Eq.(14)
that in a fiscal year Fy1, less budget is required for risk de-
fense than in the fiscal year Fy0. Therefore the key indica-
tor is ordinarily positive. Otherwise, if more budget is given
than in the year before, a negative indicator results.
In this section, it becomes clear that risk management corre-
sponds to cost management and information security man-
agement (ISMS) based on ISO 27001 contains risk manage-
ment.

3.3 Key performance matrix of the effec-
tiveness and efficiency

To be able to determine the quality of an ISMS, the KPI
of the effectiveness must be placed in relation to the effi-
ciency. This takes both the efficiency (economic) and the

effectiveness of an ISMS into equal consideration. Both key
indicators show two properties that should be kept strictly
separated qualitatively and also should not be aggregated to
one single key indicator. The actual security counter mea-
surements for the critical business processes and their effi-
cient realisation can be shown in a matrix. Within the ma-
trix, the KPIs of the effectiveness of the ISMS span the one
axis and the key indicators of the efficiency span the other
axis. The key performance indicators of the effectiveness
and those of the efficiency move in each case between 0
6 Efkk 6 1 and −1 6 Efzk 6 1. The following can be
defined as the first, arbitrary linear approximation for the
effectiveness:

Efkk =

{
yes = 0, 5 < 1
no = 0 6 0, 5 (15)

If the key indicator crosses the value of 0.5, the ISMS moves
in the positive area (yes). If the case arises that the key indi-
cator is below 0.5, a (no) is assigned. A similar distinction
can be defined for the key indicator of the efficiency:

Efzk =

{
yes = 0 < 1
no = −1 6 0 (16)

Presumably, in principle all possible combinations of the
Eq.(15) and Eq.(16) become observable with suitable inves-
tigations in practice be. In the Fig. 2, these four cases (I, II,
III, IV) are shown.
Case IV can be described as an ideal state of an ISMS.

yes

yes

no

no

IV: ISMS is effective
and efficient

I: ISMS is effective
but not efficient

II: ISMS is not
effective nor efficient

III: ISMS is not
effective but efficient

Effective

Efficient

Fig. 2: Performance matrix of an ISMS

IV: ISMS is effective and efficient
This case can be defined as a strategic balance: The
operation of the safeguarding of the critical business
process under the aspect of the efficiency is in a strate-
gic balance. The operation of the security controls are
completely efficient. The ISMS supports the IT strat-
egy efficiently with the right security controls, while at
the same time the security controls are marked by an
optimum cost/ benefit relationship.

In addition to the strategic balance, three kinds of imbal-
ance, as [15] defines, exist for an IMS2. Transferred on to

2IMS is the abbreviation for an information management system
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an ISMS, which is done in Fig.2, this denotes that the cases
I, II, and III are imbalanced for an ISMS:

I: ISMS is effective but not efficient
Corresponds to a strategic waste: This enterprise sit-
uation is marked by the fact that the effectiveness
is high due to the operation of an information secu-
rity management system, but efficiency has not been
achieved. Indeed, the achievement potential of an
ISMS is exhausted effectively, however, the exhaustion
takes place uneconomically.

II: ISMS is neither effective nor efficient
Corresponds to a strategic dilemma: The operation
of an ISMS, as well as its achievement potential are
neither effective in the strategical dilemma, nor effi-
cient. The achievement potential is barely exhausted,
as are the effective security counter measurements for
the critical business process in the enterprise, although
considerable investments are effected in the area of in-
formation security. A dissipation as well as a waste of
valuable resources exist.

III: ISMS is not effective, but efficient
Corresponds to a strategical dissipation: With the
strategic dissipation, the efficiency of an ISMS is high,
the effectiveness of an ISMS, however, very low. The
achievement potential of an ISMS is not still properly
recognised nor exhausted. Every control in the area
of information security is considered typically unique
and, hence, is often misjudged.

4 Conclusions and further investigations

In this article, we argued that KPIs of the effectiveness
and the efficiency can measure the quality of an ISMS ac-
cording to ISO 27001. Only one measurement can be car-
ried out if a defined lower and upper bound is kept. Within
these bounds, the performance can be measured. For the
determination of the KPI of the effectiveness and the effi-
ciency, several parameters have been defined. However, ef-
fectiveness and efficiency are strictly considered separately.
The only thing they have in common is that the same consid-
eration period has to be taken. As an ideal case, a strategic
balance can be determined if the operation of the safeguard-
ing is proved effective and the expenses for the controls in a
fiscal year have decreased in the next fiscal year.
Moreover, with this article we also showed that an infor-
mation security management system (ISMS) based on ISO
27001 is strongly related to a risk management and risk
management is to be on par with cost management. It is
planned to verify the four cases by empiric tests in practice.
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